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Abstract—Maritime integrated sensing and communication
(ISAC) systems face dual challenges: achieving precise target esti-
mation under heavy sea clutter while preventing eavesdropping in
open wireless channels. This paper addresses secure beamforming
design for high-altitude platform stations (HAPS) and low Earth
orbit (LEO) satellites serving maritime regions. We formulate
a joint optimization problem that balances sensing accuracy,
measured by the Bayesian Cramér-Rao bound (BCRB) under
spherically invariant random process (SIRP) clutter, against
worst-case secrecy rate (SR) over an eavesdropper angular sector.
We optimize this sensing-secrecy trade-off by jointly designing
the beamforming vector, Bob-null artificial noise (AN) covariance,
and pulse compression filter via an alternating optimization algo-
rithm with provable convergence guarantees. For LEO scenarios,
we extend the framework through per-slot parameterization that
absorbs Doppler-induced inter-carrier interference (ICI) into
effective noise terms, enabling warm-started optimization across
orbital passes without altering the core algorithm. Simulations
demonstrate smooth trade-offs among sensing and secrecy, ro-
bustness to sea state variations, and stable performance across
LEO time slots under maritime conditions.

Index Terms—Integrated sensing and communication, physical
layer security, Bayesian Cramér-Rao bound, artificial noise, high-
altitude platform stations, low Earth orbit satellites, maritime
communications
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NTEGRATED sensing and communication (ISAC) has

emerged as a cornerstone technology for sixth-generation
(6G) wireless networks, enabling spectrum-efficient dual-
functional systems that simultaneously provide communication
services and radar sensing capabilities [1]. Maritime scenar-
ios impose stringent requirements on wireless infrastructure:
vessels, offshore platforms, and coastal facilities demand re-
liable connectivity over vast ocean areas where terrestrial
base stations are infeasible [2]. High-altitude platform stations
(HAPS) operating at stratospheric altitudes (~20 km) and low
Earth orbit (LEO) satellites offer complementary solutions,
providing persistent wide-area coverage while accommodating
the harsh maritime propagation environment characterized by
heavy sea clutter and extended line-of-sight (LoS) ranges.

The open nature of maritime wireless channels introduces
critical security vulnerabilities. Unlike terrestrial networks
where physical obstacles provide natural isolation, maritime
communications are exposed to eavesdropping from vessels,
aircraft, or adversarial platforms distributed across broad
angular sectors. Traditional cryptographic methods assume
secure key distribution, which becomes challenging in dy-
namic maritime environments with intermittent connectivity
and heterogeneous user equipment. Physical layer security
(PLS) techniques, particularly artificial noise (AN) injection
and secure beamforming, offer complementary protection by
exploiting spatial channel differences between legitimate users
and eavesdroppers [3], degrading adversarial reception without
requiring upper-layer key exchange.

Designing secure ISAC beamforming for maritime HAPS
and LEO platforms faces the following fundamental chal-
lenges. First, maritime radar sensing must contend with heavy-
tailed sea clutter whose amplitude statistics deviate signifi-
cantly from Gaussian models [4], and the spherically invariant
random process (SIRP) and K-distribution provide more ac-
curate characterizations [5], but deriving tractable estimation
bounds under non-Gaussian clutter remains nontrivial [6]—
[8]. Second, eavesdropper channel state information (CSI) is
typically unavailable or highly uncertain in maritime scenarios,
necessitating robust security metrics that guarantee worst-case
secrecy rate (SR) over angular sectors rather than relying
on average or perfect-CSI assumptions [9], [10]. Third, LEO
satellites move at 7~8 km/s, yielding Doppler shifts of several
kHz (and often tens of kHz depending on carrier), which break
orthogonal frequency-division multiplexing (OFDM) subcar-
rier orthogonality and cause ICI, while various Doppler/ICI
compensation and orthogonal time frequency space (OTFS)-



type waveforms exist, a unified framework that keeps algo-
rithmic consistency across HAPS and LEO ISAC remains
lacking [11], [12]. Recent HAPS-enabled ISAC studies further
underscore the need for such cross-platform designs [13]-[15].

Prior work on ISAC beamforming has predominantly fo-
cused on Gaussian noise environments with single-parameter
estimation and either ignored security constraints or assumed
perfect eavesdropper CSI [16]-[18]. Secure communication
studies have explored AN-aided beamforming but rarely inte-
grated radar sensing objectives or addressed maritime-specific
clutter models. LEO satellite communications literature has
tackled Doppler/ICI mitigation in isolation, without consider-
ing joint sensing-security trade-offs or algorithmic unification
with HAPS platforms. Consequently, a rigorous framework
that simultaneously addresses SIRP clutter modeling, worst-
case sector secrecy, multi-parameter estimation bounds, and
platform-agnostic LEO extensions remains absent.

This paper develops a secure ISAC beamforming framework
for maritime networks integrating HAPS and LEO platforms.
The core design jointly optimizes transmit beamforming, ar-
tificial noise injection, and radar signal processing to balance
sensing accuracy and communication security. We stress that
the framework is platform-agnostic and can be implemented
on HAPS or LEO platforms separately using the same algorith-
mic structure, without requiring any HAPS-LEO cooperation.
Sensing performance is quantified via the Bayesian Cramér-
Rao bound under realistic SIRP sea clutter, capturing multi-
parameter estimation accuracy (delay, angle, Doppler). Secu-
rity is measured by worst-case secrecy rate over eavesdropper
angular sectors, providing robust guarantees without requir-
ing precise adversarial channel knowledge. An alternating
optimization algorithm with provable convergence solves the
resulting nonconvex problem through sequential convex ap-
proximations. For LEO scenarios, a per-slot parameterization
framework absorbs Doppler-induced inter-carrier interference
into effective noise terms, enabling consistent optimization
across orbital passes without algorithmic modifications.

Within this scope, the contributions of our work are sum-
marized as follows:

« We derive the BFIM under CES distributions for
multi-parameter estimation (delay, angle, Doppler) under
SIRP/K-distributed sea clutter, extending the Slepian—
Bangs formula to non-Gaussian maritime environments.

« We formulate worst-case SR over eavesdropper angular
sectors with Bob-null AN structure, eliminating the need
for precise adversarial CSI while providing robust secu-
rity guarantees.

o We jointly optimize the transmit beamformer, AN co-
variance, and pulse compression filter through an AO
algorithm with provable convergence to stationary points
and Lipschitz stability bounds justifying warm-start ini-
tialization.

o« We extend the framework to LEO scenarios via per-
slot parameterization that models Doppler-induced ICT as
effective noise and performs worst-case optimization over
discrete Doppler grids, maintaining algorithmic consis-
tency across HAPS and LEO platforms.

o Simulations demonstrate smooth Pareto-optimal trade-
offs, robustness to sea state variations, and stable con-
vergence across LEO orbital passes.

The framework advances maritime ISAC by unifying rig-
orous clutter modeling, robust PLS, and platform-agnostic
design, providing a foundation for secure dual-functional non-
terrestrial networks (NTN) in 6G systems.

The remainder of the paper is organized as follows. Sec-
tion II reviews related work on ISAC beamforming, PLS, and
LEO satellite communications, highlighting key distinctions
from prior studies. Section III presents the maritime ISAC
signal model, including transmit signal structure, communi-
cation links, radar echo model with SIRP sea clutter, and
pulse compression processing. Section IV derives the perfor-
mance metrics: BFIM under CES distributions for sensing, and
worst-case SR over eavesdropper angular sectors for security.
Section V formulates the joint optimization problem and
establishes its structural properties. Section VI-B develops the
AO algorithm with convergence analysis. Section VII extends
the framework to LEO scenarios via ICI-aware effective noise
modeling and warm-start initialization. Section VIII presents
numerical results demonstrating trade-off curves, sensitivity
analysis, and LEO performance. Section IX concludes the
paper and discusses future directions.

Notations: Unless otherwise specified, boldface lowercase
letters v denote column vectors, and boldface uppercase letters
M denote matrices. C™*" denotes the space of m x n complex
matrices. (-)7, ()7, and (-)* denote transpose, conjugate
transpose, and complex conjugate, respectively. ||v|| denotes
the Euclidean norm of vector v. Tr(M) denotes the trace of
matrix M. I, denotes the n x n identity matrix. diag(v) denotes
a diagonal matrix with vector v on the diagonal. ® denotes
the Kronecker product. vec(M) stacks the columns of matrix
M into a column vector. E[-] denotes statistical expectation.
CN(p,R) denotes a circularly symmetric complex Gaussian
distribution with mean g and covariance R. R{-} and 3{-}
denote the real and imaginary parts, respectively.

II. RELATED WORK AND COMPARISON
A. ISAC Beamforming

Integrated sensing and communication has emerged as a
key technology for 6G wireless networks [1]. Recent works
have explored beamforming design for ISAC systems with
various performance metrics [19]-[21]. Liu et al. [1] provided
a comprehensive overview of ISAC architectures and identified
dual-functional beamforming as a central challenge. For joint
radar-communication systems, the Cramér-Rao bound (CRB)
has been widely adopted to quantify sensing performance [19],
[22], [23]. However, most existing works focus on Gaussian
noise models and single-parameter estimation (e.g., angle-of-
arrival only), which may not adequately capture the complexity
of maritime scenarios with heavy-tailed sea clutter and multi-
parameter target states (delay, angle, Doppler) [17].

Our work extends the state of the art by adopting the BFIM
under SIRP clutter [5], [24], enabling rigorous multi-parameter
estimation bounds for realistic maritime environments. The
log-det criterion provides a D-optimal design that balances
estimation accuracy across all target parameters [25]-[27].



B. Physical Layer Security

Physical Layer Security (PLS) techniques have been ex-
tensively studied to protect wireless communications against
eavesdropping without relying on cryptographic keys. AN
injection and secure beamforming are two primary approaches.
Mukherjee et al. [3] surveyed PLS principles in multiuser net-
works, highlighting the importance of worst-case SR metrics
when eavesdropper CSI is imperfect [28]-[30].

Most prior works on secure ISAC assume either perfect
eavesdropper CSI or average secrecy metrics, which may be
overly optimistic for maritime scenarios where eavesdroppers
can be located anywhere within a broad angular sector [23],
[31]. Our approach adopts a worst-case SR over an eaves-
dropper angular sector, providing robust security guarantees.
Furthermore, we structure the AN covariance to lie in Bob’s
null space, ensuring zero interference to the legitimate user
while maximally degrading the eavesdropper’s reception.

C. Maritime and Non-Terrestrial Networks

HAPS and LEO satellites offer promising solutions for
maritime communications by providing wide-area coverage
over ocean regions [32]-[34]. However, LEO satellites intro-
duce significant Doppler shifts (up to £15 kHz at typical
frequencies) due to orbital velocities of approximately 7.5
km/s, causing ICI in OFDM-based systems [35]-[37]. Existing
works on LEO communications often address Doppler/ICI
through heuristic compensation or simplified models [38],
[39].

Our framework handles LEO-specific challenges through
per-slot parameterization that absorbs Doppler-induced ICI
into effective noise terms, enabling the core AO algorithm
to remain unchanged across HAPS and LEO scenarios. This
approach provides a unified design methodology while main-
taining robustness to platform-specific dynamics.

D. Sea Clutter Modeling

Maritime radar systems must contend with sea clutter,
which exhibits heavy-tailed amplitude distributions that de-
viate significantly from Gaussian models [6], [40]. The K-
distribution and SIRP models have been widely adopted for
sea clutter characterization [41]. Conte et al. [5] demonstrated
that SIRP-based detectors achieve near-optimal performance
in compound-Gaussian clutter. However, the impact of non-
Gaussian clutter on Fisher information and parameter esti-
mation bounds has received limited attention in the ISAC
literature [42]. We incorporate SIRP/K-distributed sea clutter
into the BCRB derivation using the generalized FIM for CES
distributions [24], ensuring theoretical rigour while maintain-
ing computational tractability.

The above studies have laid important foundations for ISAC
beamforming, physical-layer security, maritime communica-
tions, and LEO Doppler compensation, but these topics are
often treated separately. Most ISAC beamforming designs
rely on Gaussian disturbance models and CRB-based sensing
metrics in terrestrial or quasi-static scenarios [1], [17]-[20],
while maritime sensing is strongly affected by heavy-tailed sea

clutter. Secure ISAC and secure beamforming studies have ex-
plored artificial-noise-aided transmission and sensing-assisted
eavesdropper estimation [23], [28]-[31], but they often require
perfect/instantaneous Eve CSI or prior Eve localization. In
contrast, this work adopts sector-based worst-case secrecy,
and jointly optimizes transmit beamforming, Bob-null artificial
noise, and pulse compression for delay-angle-Doppler sensing
under SIRP/K-distributed clutter.

From the NTN perspective, existing maritime communi-
cation and satellite/LEO studies mainly focus on coverage,
link-budget analysis, Doppler estimation, pre-compensation,
OFDM/OTFS robustness, or link-level performance [2], [11],
[12], [32]-[35], [37]-[39]. Different from these works, we
embed Doppler-induced ICI into a unified secure ISAC beam-
forming framework rather than treating it only as a commu-
nication impairment. The proposed design therefore jointly
accounts for non-Gaussian maritime clutter, uncertain Eve
location, pulse-compression-aware sensing, and slot-wise LEO
Doppler/ICI robustness, while using the same AO structure for
both HAPS and LEO platforms.

III. SIGNAL MODEL

We consider a maritime ISAC system anchored by a HAPS
platform operating at stratospheric altitude, providing simul-
taneous communication and sensing services over wide ocean
regions. The system serves a legitimate user (Bob) while
sensing a potential eavesdropper (Eve) within an angular
sector, and conducts radar surveillance of maritime targets.
The signal model presented below applies to both HAPS and
LEO platforms. Platform-specific effects (e.g., LEO Doppler
variations) are incorporated through per-slot parameter updates
while maintaining a unified baseband formulation. Section VII
details the LEO extension.

While we first illustrate the system with HAPS, the AO
algorithm is directly applicable to LEO platforms through
per-slot parameterization (Sec. VII), maintaining algorithmic
consistency across platforms without assuming cooperative
transmission.

A. System Geometry

Consider a HAPS platform operating at stratospheric alti-
tude, cruising at constant speed and quasi-stationary relative
to the ground. It is notable that the HAPS platform typically
provides a coverage radius of about 200-250 km over the
maritime region at an altitude of approximately 20 km, pro-
viding a practical sense of the geographic scale considered.
The platform is equipped with a uniform linear array (ULA)
of N; elements with element spacing d = A/2, where A is
the wavelength corresponding to the carrier frequency f.. The
system bandwidth is denoted by B.

The time indexing includes slow-time pulse index ¢ =
0,...,L—1 with pulse repetition interval 7}, and fast-time sam-
pling index n =0,...,N — 1 with sampling interval 7y = 1/B.
In the angle definition, 6 represents the incident angle relative
to the array normal. The target radial velocity v, corresponds
to Doppler shift fp = % (monostatic). Sea clutter has a near-
zero mean Doppler with a spectral width determined by sea
conditions.



The ULA steering vector is defined as:

T
1 6.1271:)L sin 6 61271)L (Ne—1)sin@ | (1)

1
a,(0) =
t( ) \/IV[
The single-pulse fast-time waveform s[n] satisfies ¥, |s[n]|* =
1. The transmit vector for the ¢-th pulse is:

\7] [}’l] ~ CN(OaQ)v (2)

where w € CV is the beamforming vector, Q = 0 is the
AN covariance matrix, and the normalized transmit power
constraint is Py = ||w||5 +tr(Q) < 1.

xiln] = wsln] + veln,

B. Communication Links

The multiple-input single-output (MISO) channels for le-
gitimate user Bob and potential eavesdropper Eve are denoted
as hy,h, € CM, respectively. We assume line-of-sight (LoS)-
dominant (Rician) channels' and adopt the approximation
h, ~ +/Ppa;(6,) and h, ~ /B.a,(0.), where B, B, include
large-scale pathloss and the non-line-of-sight (NLoS) compo-
nents are neglected.

For the eavesdropper located within angular sector ®, 2,
we model the channel as h.(0) ~ \/B.a,(0) for 6 € @,.
In practice, ®, is discretized with angular grid spacing for
computational tractability.

For the ¢-th pulse in slow time:

Yooln) = 2PN T Wil [n] + 25 ],
Yeuln] = 1T Wl xyn] + 2, g[m],
where z,¢[n] ~ CN'(0,02) and z.[n] ~ CN(0,02) are ad-
ditive white Gaussian noise, and 8 f},0 f, represent residual
carrier frequency offset (CFO) and Doppler shift after pre-

compensation, such that |8 f;|, |6 f.| < 1/T, under HAPS. We
keep the phase terms for generality.

3)

C. Radar Echo at HAPS

The received signal vectors are yy[n] € CV for each fast-
time sample n and slow-time pulse ¢.

1) Target Return: Consider a target with azimuth 6;, round-
trip delay 7;, and complex amplitude ¢;. The HAPS uses a
collocated transmit-receive array with N, = N; elements. The
baseband echo for the /-th pulse at fast-time sample 7 is:

vl = 0 T 0, (8)al (6)xin— 7). @)

Here, a,(-) is the receive array response (for collocated arrays,
a, = a;), x/[n— 7] assumes delay aligns with the sampling
grid, and ¢ includes two-way pathloss and equivalent scatter-
ing/radar cross-section (RCS) terms [43]. The baseband model
has absorbed the carrier frequency phase e /2%/<%_ and frac-
tional delay is handled by interpolation in implementation?.

This assumption is well-justified for maritime HAPS/LEO scenarios due
to the high altitude of the platforms and the open sea environment, which
results in limited multipath components.

>The eavesdropper angular sector ®, accounts for possible motion of an
adversarial vessel. For a vessel moving at speed v, and located at distance
R from the HAPS/LEO platform, the expected angular displacement over the
update interval Ar is approximately A6 ~ v,Ar/R. The sector width used in
our simulations corresponds to this physical tracking uncertainty, providing a
practical interpretation for the worst-case secrecy optimization.

3Fractional delays are implemented via interpolation, and we quantify their
impact on BCRB in the sensitivity analysis of Sec. VIIIL.

2) Sea Clutter: We model the sea clutter as a spherically
invariant random process (SIRP)*. For each pulse /, the array
snapshot is

cin) = VT St mgusln), )

where uy[n] ~ CN(0,1y,) is the speckle component, T is the
texture (power modulation), and X 4ne € CV*Nr captures the
spatial correlation [44]. Stacking L pulses yields the slow-
time/space vector ¢ whose covariance structure is

Ec,full = Ec,ang ® Edop € (C(NVL)X(NVL); (6)

where 340p is the Doppler correlation matrix generated by a
Gaussian-type Doppler spectrum [45]:

re[Al] = exp(—2770F (ALT;)?) (7)

with oy € {2Hz,4Hz,6Hz} set according to sea state levels
2-4, and X 4n follows a sinc/ULA angular correlation model.

The Kronecker-product form X gy = 3¢ ang ® Xgop i a
separable approximation that enables tractable computation of
the post-compression covariance and the BFIM. While exact
separability may be slightly violated at high-grazing angles
typical of LEO platforms, this approach captures the dominant
angular and Doppler correlations and is commonly adopted
in radar and maritime clutter modeling for computational
tractability [5], [45].

The texture 7; follows an inverse-gamma distribution 7, ~
Inv-Gamma(v, 3) with shape parameter v = 2.0 and scale
parameter § = 1, producing a K-distributed clutter model. This
choice ensures the texture mean E[t/] = /(v —1) =1 exists
and is finite. In the post-compression radar output, the noise-
plus-clutter covariance is denoted by Ry and is induced by
X runn (dimension made explicit where used).

The residual self-interference (SI) and thermal noise com-
ponents are modeled as:

yESI) [n] ~CN(0, 63 Iy,), mnen] ~CN(0,031y,). (8)

After pulse compression, the effective covariance Ry induced
by X and hy,. is used in the post-compression statistics (see
(10)).

3) Aggregate Radar Receive and Pulse Compression: The
received signal at the array (before pulse compression) is:

veln) = ¥\ 1) + o] + ¥V [n] + my ). ©)

Let hy € CV %1 denote the pulse compression filter and
s € CV*! the fast-time signature of the target range cell. For
pulse ¢, we form the 2D observation matrix Y, € CV*V with
[Y¢lin = [ye[n]]i (spatial element i, fast-time sample 7).

4SIRP choice and impact on FIM: The SIRP/K-distributed clutter model
falls within the broader class of Complex Elliptically Symmetric (CES)
distributions. For such non-Gaussian processes, the Fisher Information Matrix
(FIM) takes a more general form than the standard Slepian—Bangs formula,
which is strictly valid only for Gaussian data. As derived by Besson and
Abramovich [24], the FIM for CES distributions includes corrective scaling
factors that depend on the texture distribution. Our derivation of the Bayesian
BCRB in Sec. IV-B will incorporate this correct statistical model, ensuring the
theoretical validity of our sensing performance metric. This approach avoids
model misspecification while preserving the tractability of the optimization
framework.



The post-compression output combines spatial beamforming
(via u € CV) and temporal matched filtering as:

re = (hpe @u)vec(Yy), (10)

where vec(-) vectorizes column-wise, yielding the slow-time
vector r = [rg,...,r_1]T. Equivalently, the post-compression
signal can be decomposed as:

(clutter) (SI) (noise)

rp = {80 g pletuten) (S (noise) (11)

where each component is obtained by applying (hpc @u)f
to the corresponding term in (9). The post-compression co-
variance Rpc and mean p depend explicitly on hy., making
it a critical design variable for sensing performance (see
Sec. IV-B).

IV. PERFORMANCE METRICS
A. Communication Metrics

We evaluate communication performance via the signal-
to-interference-plus-noise ratio (SINR) at the legitimate user
Bob and the potential eavesdropper Eve. Given the transmit
beamformer w and artificial noise covariance Q, the received
SINR at Bob is given as

hH 2
SINR, (w,Q) = ™

=, (12)
h;'Qhy;, + sz,eff

where Glicf‘f includes both thermal noise and residual self-
interference, consistent with the radar post-compression SINR.
Note that the AN covariance Q is designed to satisfy the Bob-
null AN constraint hEth =0 (see Sec. VI-B), ensuring that
Bob experiences no AN interference.

For Eve at angle 8 € ©,, the SINR is expressed as:

[he'(0)w|®

SINR,(8;w,Q) = ’
Q= 4 0)Qh, (6) + 02.(0)

13)

where o7 and 62 () denote the effective noise power at

Bob and Eve, respectively. The eavesdropper angular sector
©, represents the bearing uncertainty of potential maritime
eavesdroppers, such as surveillance vessels, UAVs, or aircraft.
In practice, ®, can be determined from coarse radar surveil-
lance, historical threat regions, or tracking uncertainty. For
example, if an adversarial vessel moves at speed v, and is
located at range R from the HAPS/LEO platform, its angular
displacement over an update interval As is approximately
AB =~ v,At /R, and the sector width can be enlarged accordingly
with additional sensing or tracking margins.

The worst-case SR over Eve’s angular sector ©, is defined
as [29], [30]

SRmin (W, Q) £

+
5ni®n [logz (1+SINR,(w,Q)) —log, (1 + SINRe(G;W,Q))} ,
€0,

(14)
where SINR, and SINR, are given in (12) and (13), respec-
tively. Furthermore, the radar beampattern and communication
directional gains toward users (as defined in Sec. III-B):

Braa(0) = | (0)w|>, G, = [Wfw|*,G. = [hw|>.  (15)

B. Sensing Metrics

The post-compression radar observation is modeled as a
CES random vector

r~ CES(H(E)aRpcag)a

where the unknown parameter vector & = [R{o; },3{o;},n7]"
contains the complex target amplitude o, and the target state
1 =[%,6,fp]’. The mean vector p(§) is obtained from the
post-compression processing r; = (hpe ®u)?vec(Y,) applied
to the 2D observation matrices Y, € C¥*N_ This CES model
follows from the SIRP/K-distributed sea clutter representation,
where the clutter is expressed as the product of a nonnegative
texture variable and a complex Gaussian speckle component.
The texture captures the heavy-tailed amplitude fluctuation
of maritime clutter, while the speckle determines the scatter
structure. Therefore, compared with the Gaussian Slepian—
Bangs formula, the FIM under CES clutter contains a texture-
dependent scaling factor.

In deriving the FIM, we assume that the post-compression
scatter matrix Rpc is independent of the unknown target
parameters 1 = [7,,6;, fp]T. This assumption is consistent
with our signal model: Ry is determined by the sea-clutter
statistics, residual self-interference, thermal noise, and the
fixed pulse-compression/receive filters during each FIM eval-
uation, whereas the target delay, angle, and Doppler affect
the likelihood through the mean response p(£€). Accordingly,
only the mean-response derivatives are involved in the FIM
expression used here.

Under this assumption, the CES-form data FIM is given by

_ opr i dp
Iplij _Clzm{aéiRPC aé;j},

where c¢; is the texture-dependent scaling factor. For the
inverse-gamma texture used in the K-distributed clutter model,
T ~ Inv-Gamma(V, ), this factor is determined by the inverse
moments of the texture as c¢; = E[1/7%]/(E[1/1])?> = (v +
1)/v. With the default shape parameter v = 2, we obtain
c1 = 1.5. When ¢y = 1, (16) reduces to the conventional
Gaussian-clutter Slepian—Bangs form.
The corresponding BFIM is

JB(W7Q7hpC) — ]E'r] [JD(TI,Wa Q7hpC)] +JP7

where 1 ~ N (7,2,) with X, = diag(cfz,cg,cz)). The ex-
pectation E,[-] is taken over this Gaussian prior, either ana-
Iytically or via numerical quadrature/Monte Carlo integration.
The BCRB and the D-optimal sensing metric are then given
by

(16)

a7

BCRB(W7QahpC) = dlag (Jl;l (W7Q7hpC)) 9
T(W7Q7hpc> = 10gdetJB(w7Qahpc)~

Eq (16) is applied with differentiable p(€) and positive
definite Rpc. During each FIM evaluation, R, is regarded as
independent of the target state 7, so that IR /dn = 0. This is
consistent with our model, where the delay, angle, and Doppler
affect the mean target response, while the clutter, residual
self-interference, thermal noise, and fixed filters determine the
disturbance covariance. Although R, can be updated across

(18)



AO iterations or LEO slots, no covariance-derivative term is
needed within a single FIM evaluation.
Then, we partition the FIM as

| Jaa
1= [Jna

J(xn

J :| ) JP = blkdiag(02><27 JP,T’))
nn

where Jp; encodes the prior on (7, 6;, fp), if any. Eliminating
the unknown complex amplitude o; via Schur complement
yields the equivalent information for n:
Jn\a:Jnn_JnaJ&éJ(xw (19)
Under nonzero post-compression mainlobe response hg:s #+
0 and signal-to-noise ratio (SNR) > 0, the block Jgq = 0,
so the Schur complement elimination of «; is valid. This
is because pu = oyg(n) with g(n) # 0, ensuring that Joq =
cl ~2(gHRp’Clg)12 > 0. The Bayesian information matrix for
n is Jp = Jyjo +Ipn. We adopt the D-optimal criterion,
ie., ¥(w,Q,hy.) = logdetJg(w,Q,hy:). This minimizes the
volume of the parameter confidence ellipsoid for balanced
multi-parameter estimation (7, 6, fp).

V. PROBLEM FORMULATION

ISAC systems must simultaneously illuminate maritime
targets and protect confidential communication links. However,
directing spatial energy toward the target sector inevitably
strengthens potential eavesdroppers in overlapping angular re-
gions, creating a fundamental sensing—secrecy trade-off. More-
over, heavy-tailed sea clutter and joint delay/angle/Doppler
estimation require a principled Fisher-information treatment
rather than heuristic power shaping. We address this by formu-
lating a multi-objective transmit optimization over (w,Q,hy)
that balances D-optimal Bayesian sensing information under
SIRP clutter against worst-case secrecy performance.

A. Objective Function

We jointly optimize the transmit beamformer w € CM,
artificial noise covariance Q > 0, and pulse compression
filter hp. € CV to balance sensing accuracy and worst-case
secrecy. The beamformer shapes the spatial pattern, Q de-
grades eavesdropper reception via Bob-null structure, and hyp.
suppresses clutter. The objective combines the log-determinant
of the BFIM ¥(w,Q,h,.) = logdetJp (sensing metric) with
the worst-case SR SRyin(w,Q) over Eve’s angular sector O,
(security metric), subject to beampattern constraints enforcing
a flat-top mainlobe toward the target and sidelobe suppression
elsewhere.

1) Sensing Metric: We adopt the sensing metric ¥ defined
in (18), which provides a D-optimal criterion for multi-
parameter estimation under the BCRB framework:

\P(Wa Qa hpC) = lOgdet(JB(W, QahpC))a

where Jp is the BFIM. A larger ¥ yields a smaller BCRB,
thereby achieving better sensing performance.

(20)

2) Security Metric: We evaluate security via the worst-case
SR over Eve’s angular sector ©,:

SRin (W, Q) = min SR(w,Q; 0), 21
6<0,

where SR(w,Q; 0) is the instantaneous SR at angle 6 defined

in (14). This worst-case formulation ensures robustness against

angular uncertainty in Eve’s location, which is the practically

relevant case in maritime scenarios.’

B. Weighted-Sum Optimization Problem

We adopt a weighted-sum formulation that balances sens-
ing and security objectives. To ensure meaningful trade-off
analysis, we normalize both objectives to comparable scales
using endpoint values. We define the normalization endpoints
via two single-objective optimization problems over the same
feasible set Xsléc (detailed in Sec. VI-A):

o= max  W(WQbu) st (WQ)E X, 22)
SRp= max  SRpyin(W,Q) st (w,Q,r) € Xde. (23)
w,Q=0,hpc,t

These are computed once per experimental setup and cached.
The normalized objectives are:

~ v ~ SRpin
Y=_— SRpin = .
‘PO 9 min SRO
For multi-slot LEO scenarios, endpoints aggregate across time
slots: W5EO = fﬁ Y7 Po(t) and SREEC = min,e7 SRy (1).
Towards this end, the optimization problem is formulated
as Problem (P):
max

a0 P Q) 4 (1= ) SR (W, Q) (259)

S.t. (W,Q,t) € XSI/8C7

(24)

(25b)

where Oy € [0,1] is the trade-off factor, i.e., tys = 1 prior-
itizes sensing, Qs = 0 prioritizes security, and intermediate
values balance both objectives. The pulse compression filter
h, is jointly optimized with (w,Q) via alternating optimiza-
tion: while the feasible set X3 constrains only (w,Q,t), the
h,c update is decoupled and solved via closed-form regularized
MVDR, which monotonically increases the sensing objective
Y without violating any constraints.

The feasible set Xs%c enforces power budget, beampattern
shaping, and sidelobe suppression via SOCP-compatible con-
straints, which is written as

Xigea 2 { (w,Q) [ IWI3+1r(Q) < 1, 1 < Jaf (B0)w],
(1—am)t < [a?(0)w| < (14 am)t, VO € Oy,
' (8,)w] < n1, V0, €Oy},

(26)
where ¢ € RT is a scaling parameter that serves as a lower
bound on the mainlobe amplitude at 6y, and ) € (0,1) denotes

SWe consider an angular-sector uncertainty model: Eve’s AoA lies in a
known sector ®,, but the exact angle is unknown. When the instantaneous
CSI of Eve is available, the sector minimization in (21) is removed and
SRpin reduces to the instantaneous SR. This modeling choice balances
robustness and tractability while remaining compatible with the weighted-sum
formulation below.



the mainlobe-to-sidelobe suppression ratio. The relation to
a desired gap G (in dB) is given by 1 = 1079/2°, The
constraint ¢ < |af’(6p)w| ensures that ¢ does not exceed
the actual mainlobe response, while the relative constraints
(1— o)t < [a(O)w] < (1+w)s and [a(8,)w] < n1
enforce that the beampattern magnitude lies within a relative
tolerance oy, of the scaling parameter ¢ over the mainlobe
region O, and is suppressed below 7t in the sidelobe
region @ ©. The optimization over ¢ allows the algorithm to
balance between mainlobe flatness and sidelobe suppression.
However, the constraints in (26) are nonconvex, which will be
approximated in the following.

VI. CONVEX REFORMULATION AND ALTERNATING
OPTIMIZATION

Problem (P) is nonconvex due to the nonlinear coupling of
(w,Q,hy) in the BCRB objective and the fractional quadratic
forms in the secrecy rate. We address this through: (i) re-
formulating the ideal beampattern constraints as a convex
inner approximation via phase-wedge decomposition, yielding
a second-order cone programming (SOCP)-compatible feasible
set, and (ii) developing an AO algorithm that decouples the
terms in the objective function and admits convex subproblem
solutions. This section presents the generic AO framework,
while platform-specific instantiations (LEO multi-slot robust-
ness, Doppler/ICI compensation) are presented in Section VII.

A. SOCP Inner Approximation

To obtain a tractable convex formulation, we replace the
nonconvex constraints in (26) with an SOCP-compatible inner
approximation, yielding the following convex program:

max

w,Q=0,1 ( ;Q) + (1 — 0tws) SRin (W, Q)

st. 3{all(6))w} =
E)i{at Go)w}z

aWS

R{al (6)w}
< (1 ol

H|:S{a[ B)W} 2_( +afnl)t7v66® 1
R{a ()W} > (1 — o)1 cos S, VO € Oy,

—tan S R{a (0)w} < 3{af(0)w}
<tanS R{a” (0)w}, VO € Opy,
R{a (6
3{af’(6
llscianm

w2 +tr(Q) L,

S 77% vep S G)sla
2
t>0.

27
where 0 € (0,7/2) denotes the half-angle of the phase-wedge
used in the inner approximation.

5The mainlobe region @y, is intentionally designed to be wide (typically
spanning +634g around the mainlobe center), rather than a narrow peak.
This design choice serves two purposes: (i) it ensures robust communication
performance by maintaining a relatively flat response over a wide angular
range, reducing sensitivity to target/user location uncertainty; (ii) it allows
the optimization algorithm to have sufficient degrees of freedom to simulta-
neously satisfy both communication and sensing objectives. The constraint
|af (8)w| € [(1 — otm)t, (14 04y )t] for @ € @y enforces that the mainlobe
response remains within a relative tolerance o, of the reference amplitude
t, which is more general than requiring a strictly flat response.

Problem (27) defines the feasible set Xid as the inter-
section of linear, quadratic, and second-order cone (SOC)
constraints, which is convex. The phase anchor constraint
S{af(6))w} = 0 eliminates global phase ambiguity and en-
ables real-valued scaling via ¢. The nonconvex lower-envelope
constraint |a (8)w| > (1 — ogy) is conservatively approxi-
mated by the phase-wedge constraints, which are linear in
the real and imaginary parts of a” (9)w. The resulting SOCP-
compatible problem can be efficiently solved using standard
convex optimization solvers.

B. Alternating Optimization

Given the convex inner feasible set Xsloc in Sec. VI-A, we
solve (27) by AO over three blocks (w,Q,hy). Each block
admits a tractable update: (i) a projected-gradient step for w
with SOCP projection; (ii) a null-space shaping step for Q
solved via epigraph bisection over a semidefinite programming
(SDP) feasibility test; and (iii) a closed-form regularized
MVDR update for hy.. The objective is nondecreasing across
iterations, ensuring monotonic convergence to a first-order
stationary point. Initialization uses a Linearly Constrained
Minimum Variance (LCMYV) solution for w (followed by
power normalization), a Bob-null Q, and a matched-filter seed
for hy; stopping uses a relative objective change < 103 ora
cap of 20 iterations.

1) w-Update: We first fix (Q,hp). Let s,(w) = |hf w|* and
Se,j(W) = \hH w|? for each discretized pair j<(6,Af) € ©, x
F, where j is the index of the (6,Af) grid point in ®, X ]-"
Since Q is fixed, the SINR denomlnators are constants op 2
(h}/ Qhy+0; )" and o j = (h{;Qhe j+07 (/) ! Define

Fyp(w) =log, (1 + apsp(W)),
Fe,j(w) =log, (1+ G, jse,j(W)).-
To smooth the min(g »f) in the secrecy term, use Yz ({F ;}) =
tlog}).;exp(F, /) with temperature parameter T > 0 (smaller
T yields tighter approximation to max;). Maximize the
smoothed lower bound
§'\limin(w) £ Fb(w) - WT({Fe,j(W)})7

where the outer [-]T is omitted without affecting the maxi-
mizer.
With Hj, = hyh!! and H, j = h, jh/!

(28)

(29)

e, jr We have

O, He,w
In2 14 O, jSe,j '

o, Hpw o
In21+ops, " %

Vwkp = (30)

Let m; = exp(F,;/7)/Leexp(F,/T) denote the softmax
weights. Then

VWSRInin = Vwa — Zﬂ:j VWFB_J'.
J

€2y

For the sensing term, we use the Fréchet derivative of the log-
det, i.e., for any Jg > 0, the directional derivative of f(J) =

logdetJ in direction AJ is Df[Jp](AY) = tr(J5' AJ). Applying
¥
the chain rule to Jp(w) gives E tj(\ng a—i}i) The total

gradient is g = aWSVW‘f’—F (1— aws)nglv{mm. Take an Armijo
backtracking ascent step W<—w -+ yg.



Then, we project W onto Xl by solving the following
SOCP:

min ||w—W|}3
st [[w])3 < 1—tr(Q), 3{a”(6)w} =0, R{a (6))w} >1,
H[m{wup)w},s{a ()w}]" < (1+ ot )t, V6 € Oy,
R{a" ()W} > (1 — o)t cos S,
—tan O R{-} <3J{} <tandR{-}, VO € Oy,
Hquﬂ%%ﬂ,ShHwﬂqutgnn\wp€®“
(32)

2) Q-Update: Fix (w,hy) and write Q =U lAU’j, where
U, spans Bob’s null-space and A = 0 with tr(A) < 1—||wl3.
Define the worst-case Eve SINR

e w|®
max

[(A) 2 )
) J thULAU h, ;+ eetf()

Minimize I'(A) via epigraph bisection on ¥: for a trial ¥, check
feasibility of
find A
st. tw(AjA) > | w/y —
AZ0,  u(A)< 1*||WH2,

et Vi, (33)

with A; = UH h, ,hH U, > 0. Bisection shrinks the interval
until the smallest feamble Y* is found; the corresponding A*
(optionally constrained to be diagonal for numerical robust-
ness) yields the AN update.

3) Pulse-Compression Update (Closed-Form Regularized
MVDR): With (w,Q) fixed, form Ry from the current clut-
ter+noise statistics and let s be the target fast-time signature.
We update the pulse compression filter via regularized Mini-
mum Variance Distortionless Response (MVDR) [46]

(Rpc +€I) !

hpe « TS S
Pe sH(Rp +€D)Is’

>0, (34)
implemented via Cholesky (or conjugate gradients) to avoid
explicit inversion. This step increases the sensing objective V.

For clarity, the complete alternating optimization procedure

is summarized in Algorithm 1.

C. Complexity Analysis

The per-iteration complexity of the proposed AO algorithm
is dominated by solving the SOCP for the w-update and the
SDP feasibility checks within the bisection-based Q-update,
yielding an overall cost of O(N?M + N?) per iteration, where
N; is the number of transmit antennas, N is the number of fast-
time samples, and M denotes the total number of angular and
Doppler grid points across mainlobe, sidelobe, and eavesdrop-
per sectors. In practice, the algorithm converges in around 5
iterations under typical maritime scenarios, and warm-starting
across LEO time slots further reduces the iteration count,
making the approach computationally tractable for real-time
HAPS and LEO beamforming applications.

Algorithm 1 AO Algorithm for Solving Problem (P)
Require: System parameters: N;, hy,, ®,, F, Ouws, Pmax»> T> O,
Qmi, M
Require: Convergence tolerance ¢ = 1073, maximum iter-
ations Kpax = 20
EQinsure Optimized beamforming vector w*, AN covariance
Q*, pulse compression filter hy,
1: Initialization:
2: Compute LCMV solution for w(®) and normalize to satisfy

RRICE

3: Compute Bob’s null-space basis U, via QR decomposi-
tion of hy,

4 Initialize Q¥ = U, AOUY  with A = (Pux —
1w 3Ty, —1/(N: = 1)

5. Initialize h;()c) as matched filter: hl()c) =s/|ls|l2

6: Compute initial objective ®(©) = q,, lP( w® QO) 4 (1—

7: for k= 1,2,--~,Kmax do
. Step 1: w-Update (Sec. VI-B1)
9:  Fix Q%=1 (k b
10:  Compute gradlent g® = o VyP(wkD) + (1 —
aws)VwSRmin(W(kil))
11:  Armijo backtracking Wk — w1 4 +vg g (k)

Project onto Xi3. via SOCP (32): w¥) < Iy (W)
13:  Step 2: Q-Update (Sec. VI-B2)

14: Fix w0, p&

15:  Bisection on ¥ € [¥nin, Ymax):

16: Find smallest y* such that SDP (33) is feasible

17:  Update A® « A* from feasibility test

18:  Reconstruct Q%) = U, AWUH

19:  Step 3: hy.-Update (Sec. VI-B3)

20 Fix w®), QW)

21:  Compute clutter covariance Rp. from current
(W(k),QUc))

2.  Regularized MVDR: h{¥) = %

23:  Convergence Check:

24:  Compute ok = o Pwh QW) + (1 —
O‘ws)gﬁmin (W(k) ’ Q(k>)

25 if |[@W) — k1| /|@*-1)| < g then

26: break

27:  end if

28: end for

* k
Q¥ by, = hE)c)

29: return w* = wk), Q=

VII. EXTENSION: LEO SLOTTING AND DOPPLER/ICI
ROBUSTIFICATION

The preceding framework assumes quasi-stationary geom-
etry, applicable to HAPS where Doppler shifts are negligi-
ble (|Af] < 1/T,). LEO satellites, with orbital velocities of
~ 7.5 km/s, induce Doppler shifts of +(5-15) kHz at typical
carrier frequencies, creating ICI and time-varying geometry.
We extend the framework via per-slot parameterization: each
time slot is treated as an independent instance of Problem (P),
with LEO-specific effects (Doppler, ICI, angular drift) ab-
sorbed into slot-dependent effective noise and uncertainty sets.



The AO structure presented in Sec. VI-B remains unchanged,
enabling warm-start across slots and unified treatment of
HAPS and LEO scenarios.

A. Motivation and Design Philosophy

While HAPS platforms provide quasi-stationary coverage
for maritime ISAC, LEO satellites offer complementary ben-
efits: global coverage, polar accessibility, and natural time
diversity from orbital motion. Their high mobility, however,
introduces Doppler/ICI impairments and fast channel dynam-
ics that necessitate extending the baseline HAPS framework.

We identify three key LEO-specific challenges:

1) Doppler-induced ICI: LEO orbital velocities induce car-
rier frequency offsets (CFO) of +(5-15) kHz, far ex-
ceeding the negligible residual offsets in HAPS scenarios.
Such CFO spreads energy across subcarriers in OFDM-
based waveforms, creating inter-carrier interference that
degrades both communication and sensing performance.

2) Time-varying geometry: LEO links exhibit rapid angular
drift (typically 0.1°-0.5° per second) and channel gain
variations due to changing slant range and atmospheric
conditions, motivating a slot-wise adaptation strategy.

3) Algorithmic consistency: We preserve the AO structure
and incorporate LEO-specific impairments into per-slot
effective noise terms and uncertainty sets, rather than
redesigning the optimization algorithm.

Fig. 1 illustrates the impact of residual Doppler frequency
offset Af on the effective signal-to-interference-plus-noise
ratio (SINR) and quadrature phase-shift keying (QPSK) bit
error rate (BER) of an uncompensated LEO link. In contrast
to the ICI-free HAPS baseline, whose effective SINR remains
insensitive to Af, the uncompensated LEO link experiences
a rapid SINR reduction as |Af| increases, accompanied by a
corresponding increase in BER. At moderate-to-large Doppler
offsets, the effective SINR approaches or falls below the QPSK
demodulation threshold, while the BER exceeds the pre-
scribed reliability level. These results highlight the significant
performance degradation caused by Doppler-induced inter-
carrier interference (ICI) and motivate the ICI-aware effective-
noise modeling and slot-wise Doppler-robust parameterization
developed in the following subsections.

B. LEO Signal Model and Slot-Based Design

1) Slot-Based Parameterization: To handle time-varying
LEO geometry while maintaining algorithmic consistency with
the HAPS framework, we adopt a multi-slot parameterization
strategy. Each satellite pass is partitioned into |7| discrete
time slots indexed by ¢ € T, each with duration Ty, Within
each slot, the geometry parameters Bob’s angle 6,(t), target
angle 6,(¢), Eve’s angular sector ®,(¢), and channel gains
{By(t),B.(t)} are treated as quasi-static and updated between
slots via ephemeris predictions.

Note that the proposed Bob-null AN design implicitly
assumes quasi-static knowledge of Bob’s channel hy(¢) within
each slot, which is reasonable when the dominant LoS ge-
ometry varies slowly compared with Ty (e.g., the default
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Fig. 1. Impact of Doppler frequency offset Af on effective SINR and QPSK
BER under LEO-induced ICI. Compared with the ICI-free HAPS baseline,
the uncompensated LEO link degrades rapidly as |Af]| increases, motivating
the ICI-aware effective-noise model. Parameters: N; = 16, |@,| = 3°.

Tyt = 10 s). Let AB, denote the within-slot change of Bob’s
bearing (in radians). The corresponding phase mismatch across
the ULA can be approximated as

d
Ap ~ 27— AB),

1 (35)

so for typical maritime vessel speeds and slot durations, A¢ is
small and the injected AN remains approximately orthogonal
to Bob’s channel. The resulting AN leakage (and SINR
degradation) is of order O(||Ahy||?) under small CSI errors,
hence having minimal impact on the worst-case secrecy rate.
If significantly longer slots or higher mobility are considered,
more frequent CSI updates or predictive channel tracking may
be required.

2) Normalized CFO and ICI Kernel: We adopt an OFDM
baseband abstraction where the residual Doppler frequency
offset Af(¢) induces ICI via spectral leakage across subcarri-
ers. Let Afyc = 1/T, denote the subcarrier spacing, where T}, is
the useful OFDM symbol duration. We define the normalized
CFO as

2 A
Afsc’

which quantifies the Doppler offset in units of subcarrier spac-
ing. For LEO scenarios with Af € [—15,+15] kHz and typical
Afsc = 15 kHz (LTE-like parameters), we have € € [—1,+1].

The ICI power leakage from subcarrier k to the reference
subcarrier (indexed as 0) is characterized by the standard sinc-
squared kernel’:

€ (36)

2

sin(m(e—k) | _ inc(e — k)P

e

(37

where sinc(x) = sin(7x)/(7x). This kernel quantifies the frac-
tional power leakage for a normalized CFO of € [47].

"This kernel assumes equal power allocation across subcarriers.



3) Effective Noise Construction: The effective noise power
at Eve’s receiver, accounting for thermal noise Gg, residual
self-interference GSZI’ and ICI, is:

07 eii(1,6,€) = 03 + 05+ ) klkie] - Prx - [[he(6)[, (38)
k#0

where Prx = ||w||3 + tr(Q) is the total transmit power and
||h.(8)||*> accounts for the channel-dependent attenuation of
ICI at Eve’s location. The ICI term represents power leakage
from adjacent subcarriers caused by Doppler-induced CFO.
Similarly, Bob’s effective noise is Glz.eff(tﬂg)’ computed with
Bob-specific channel parameters. All power terms are in linear
scale unless explicitly noted otherwise.

The ICI term in (38) is interpreted as additional receiver-
side disturbance caused by Doppler-induced spectral leakage
from neighboring subcarriers. Since these leaked symbols
are not decoded in the considered subcarrier and are not
controllable by the beamformer of the current narrowband
subproblem, we absorb their aggregate power into the effective
noise variance. This approximation keeps the LEO formulation
compatible with the HAPS AO algorithm: Doppler changes
only the slot-dependent noise levels and uncertainty grid, while
the beamforming, AN, and pulse-compression updates remain
unchanged.

It is noted that the resulting secrecy guarantee is with
respect to this effective noise model. For each Doppler grid
point, the design maximizes the worst-case secrecy rate after
accounting for the ICI power as an additional disturbance.
This provides a tractable robust-design metric when the ICI
is not explicitly decoded. However, it is not an exact secrecy-
capacity characterization of a full multicarrier LEO link with
structured ICI or joint subcarrier processing. Such waveform-
level secrecy analysis is beyond the scope of this work and is
left for future investigation.

Lemma 1 (Conservativeness of ICI-as-Noise Approximation).
Treating ICI as additive Gaussian noise yields a conservative
lower bound on the achievable secrecy rate [48].

Proof. See Appendix A. O

C. Slot-Wise Robust Optimization Problem

For each time slot 1 € 7, we solve an independent instance
of Problem (P) from Sec. V with slot-specific parameters
{6,(1),0,(2),0.(1), Bp(2), Be(¢) } and effective noise terms from
(38). The key modification is the worst-case secrecy rate,
which now minimizes over both angular uncertainty ©,(z) and
Doppler uncertainty F:

SRpmin(#) = min min SR(w(¢),Q(¢);0,¢€),

39
0€0,(t) EEF (39)

where F = {€1,...,€ 7} is a discrete grid spanning the
expected normalized CFO range. For typical LEO scenar-
ios with Af € [-5,+45] kHz and Afsc = 15 kHz, we use
F={-0.33,-0.27,...,+0.33} with | F| =11 points and grid
spacing 0 = 0.067 (corresponding to 1 kHz in absolute
frequency). The sensing metric W(r) = ¥(w(r),Q(7),hyc (1))
retains its BCRB form from Sec. IV-B, as the sensing perfor-
mance is primarily affected by spatial beamforming and pulse
compression rather than Doppler offset.

Proposition 1 (Doppler Grid Discretization Error). The se-
crecy rate SR(w,Q;0,¢€) is Lipschitz continuous in the nor-
malized CFO & with Lipschitz constant Lsg bounded by the
composition of Lipschitz constants of the ICI kernel, effective
noise, and logarithmic SINR terms.

Proof. See Appendix B. O

Remark 1 (Tightness of Discretization Error Bound). For
the default Doppler grid |F| = 11 with spacing 8 = 1 kHz,
Proposition 1 establishes a theoretical upper bound Lgsg - 67 =~
0.3-0.7 bps/Hz. However, numerical validation in Sec. VIII
demonstrates that the empirical discretization error is typi-
cally < 0.01 bps/Hz, representing a gap between theory and
practice. This conservatism arises because the proof employs
worst-case bounds at multiple stages: the ICI summation in
Step 2 assumes all Knax subcarrier terms contribute maxi-
mally, whereas the sinc-squared kernel exhibits exponential
decay for |k| > 2; the SINR composition in Step 3 assumes
simultaneous maximization of both Bob and Eve terms, which
the optimization structure precludes; and the effective noise
denominator uses Giin, whereas typical operating points have
Gez_eff > Gr%ﬁn' These conservative assumptions are inherent
to worst-case analysis and do not diminish the theoretical
guarantees, which remain valid for all feasible parameter
ranges.

D. Algorithmic Implementation

The alternating optimization framework from Sec. VI-B
applies to each LEO slot with two slot-specific adaptations:

1) Bob-Null ~ Space  Update:  Recompute U, ()
per slot from the instantaneous Bob channel
h,(r) = /Bp(t)a,(6,(t)) via QR decomposition,
then optimize Q(f) = U, (t)A(r)U%(r) using the
slot-dependent effective noise oﬁeff(t, 0,¢) from (38).

2) Doppler-Aware Secrecy Optimization: Extend the w-
update grid from @, to @,(r) x F, yielding |@,| x |F]|
evaluation points per iteration. The log-sum-exp smooth-
ing with temperature parameter T remains unchanged.
Per-iteration cost scales by |F| relative to HAPS but
remains tractable.

To exploit temporal correlation across consecutive slots, we
initialize slot 4 1 using the converged solution from slot #:

(Wt(g)l’Qt(-?-)l’h}()(x):?H—l) = (W;’Qt*»h;c,t)v

where the superscript (0) denotes the initial iterate for slot
t+ 1, and x denotes the converged solution from slot ¢. If
angular variations exceed a threshold—specifically, if |0, (¢t +
1) —6,(t)| > 8 or |6;(t+ 1) — 6:(¢)] > 8p with 89 = 5°—we
re-initialize wt?H via LCMV beamforming toward the updated
Bob/target directions to ensure feasibility of the power and
sidelobe constraints. This warm-starting strategy significantly
accelerates convergence across multi-slot passes.

(40)

E. Computational Complexity

The per-slot AO complexity is dominated by three opera-
tions: (i) SOCP projection in the w-update (Sec. VI-B1), with



complexity O(N; -|®,|-|F|) due to the augmented uncertainty
grid; (ii) SDP feasibility check in the Q-update (Sec. VI-B2),
with complexity O(N?); and (iii) regularized MVDR in the
hyc-update, with complexity O(N®) where N = N,L is the
space-time dimension. The overall per-iteration complexity is:

O(N} - |®| - |F|+N?). 1)
The per-iteration cost scales linearly with the grid sizes |®,|
and |F|, and cubically with the array size N, and space-
time dimension N. For typical LEO parameters (|7| = 20
slots, |F| = 11 Doppler samples), the full-pass optimization is
feasible for offline mission planning or slow-loop adaptation.

VIII. NUMERICAL RESULTS

In this section, we provide numerical results to evaluate the
effectiveness of the proposed LEO-robust ISAC beamforming
framework. We assume that both the ISAC transmitter and
radar receiver are equipped with uniform linear arrays (ULAs)
with half-wavelength spacing between adjacent antennas. The
default simulation setup comprises: N; = N, = 16 element
ULA, N = 64 fast-time samples, L = 16 slow-time pulses,
and pulse repetition interval 7, = 100us; HAPS altitude
20km, LEO altitude 550km, Bob at 6, = —60°, target at
6, = 0°, eavesdropper sector ®, = [32°,38°]; Bob and Eve
path losses —80dB and —85dB respectively, noise powers

0'13 = GZ = —100dBm, K-distributed sea clutter with shape
parameter v = 2, self-interference 0'52I = —90dBm, clutter

Doppler spread oy = 4Hz; sidelobe suppression y = —20dB
over Qgr; |T| =20 slots of 10s duration, Doppler grid
|F| =11 spanning +5kHz, angular grid 1° resolution.

We employ a Gaussian prior on the target
state n = [1,6,fp]" with prior information matrix
Jp = diag(1/02,1/03,1/ szb) and prior standard deviations
(01,09,07,) = (0.275,0.5°,2 Hz). These values reflect
realistic maritime target tracking scenarios with moderate
prior uncertainty. In experiments, we compute the derivatives
(dpu/dm) via centered finite differences with steps
0:=0.1T;, 8p=0.1°, &;,=0.5 Hz, ensuring numerical
accuracy while maintaining computational efficiency.

Resultant Pareto frontiers of the proposed LEO-robust ISAC
design are shown in Fig. 2, which demonstrate the trade-
off between sensing performance ¥ = ¥ /¥, and worst-case
secrecy rate SRyin = SRpmin/SRyo. The frontier is generated by
sweeping Os € [0,1] and is smooth and monotone, consis-
tent with the weighted-sum formulation in Problem (P). The
proposed LEO-robust design (solid curve) achieves a superior
boundary compared to the LEO-agnostic baseline (dashed
curve), which fails to compensate for Doppler-induced inter-
carrier interference. Endpoints mark the radar-only (¥ ~ 1)
and comm-only (SRyi, = 1) baselines. The gap between the
two curves quantifies the benefit of the proposed ICI-aware
effective noise modeling and multi-slot parameterization for
LEO scenarios.

Convergence behavior of the proposed alternating optimiza-
tion (AO) algorithm is illustrated in Fig. 3, which shows the
evolution of worst-case secrecy rate and sensing root-BCRB

2 T T T T

—@— Proposed LEO-Robust
1.8 [{—m LEO-Agnostic Baseline " ]

/
Comm-only Baseline\’l\) i

16

.
06 ™

Sensing Root-BCRB (deg)

0.4 Sensing-only Baseline

0.2 A

Optimal Region (Low Error)
0 I I | | | | | I I i
0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2

Worst-Case Secrecy Rate (bps/Hz)

Fig. 2. Pareto frontier between sensing and secrecy performance. LEO-robust
design (solid) achieves a superior boundary compared to the LEO-agnostic
baseline (dashed). Frontier generated by sweeping s € [0, 1].
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Fig. 3. Convergence of AO algorithm for three weighting configurations:
os € {0.9,0.5,0.1}. Both worst-case SR and sensing root-BCRB stabilize
within around 5 iterations.

across iterations for three weighting configurations: sensing-
dominant (oys = 0.9), balanced (s = 0.5), and secrecy-
dominant (o4s = 0.1). Both metrics converge monotonically
and stabilize within about 5 iterations across all configura-
tions, confirming the monotonic convergence property of the
AO algorithm. The rapid convergence validates the practical
efficiency of the solver for real-time deployment scenarios.
Notably, the convergence speed is relatively insensitive to
the weighting parameter o, indicating robust algorithmic
behavior across different optimization objectives.

The robustness of the LEO-robust design to Doppler fre-
quency offset is demonstrated in Fig. 4, which compares the
performance of the proposed LEO-robust design against a
LEO-agnostic baseline that ignores inter-carrier interference.
The LEO-agnostic baseline, optimized for zero Doppler offset,
exhibits catastrophic performance collapse as the residual
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Fig. 5. Optimized transmit beampattern for N; = 16, o4 = 0.5. Solid: signal
beam power. Dashed: artificial noise power. Signal beam spans target (6; =
0°). AN forms null at Bob and concentrates power in eavesdropper sector
0, = [32°,38°].

Doppler frequency offset |Af| increases beyond +3kHz, with
worst-case SR dropping below the compliance threshold Ry =
1.5bps/Hz and sensing root-BCRB degrading by more than
50%. In contrast, the LEO-robust design maintains stable
performance across the full £5kHz Doppler range, with less
than 10% performance loss relative to the zero-offset case.
This dramatic difference demonstrates the necessity of the
proposed ICI-aware effective noise modeling and multi-slot
parameterization for reliable LEO-ISAC operation.
Optimized beampatterns for the balanced weighting con-
figuration (04 = 0.5) with N; = 16 antennas are shown in

—e—HAPS, N, =8

—=—HAPS, N, = 16 ’
—4—HAPS, N, =32 -
—o- LEO-Robust, Nt =8 -
15 |- LEO-Robust, N, = 16 P
—¢- LEO-Robust, Nt =32

1 1.5 2 25
Worst-Case Secrecy Rate (bps/Hz)

Fig. 6. Impact of transmit array size N; € {8, 16,32} on Pareto frontier. Solid:
HAPS-only. Dashed: LEO-robust design. Increasing N; improves the sensing-
secrecy trade-off for both platforms.

Fig. 5. The signal beam exhibits a flat-top mainlobe with
approximately 6.3° 3-dB beamwidth centered at the target
direction (6, = 0°), with sidelobes suppressed to —20dB
across the sidelobe region Qgp. The beamformer simultane-
ously maintains a deep null at the legitimate user’s location
(6, = —60°) to prevent unintended signal leakage. The AN
pattern forms a deep null at Bob’s location (enforcing the
Bob-null constraint hf Qh;, = 0) and concentrates power in
the eavesdropper sector @, = [32°,38°], where the AN power
significantly exceeds the signal power. This spatial structure
exemplifies the joint optimization of sensing and security ob-
jectives: the signal beamformer maximizes target illumination
while the AN covariance degrades eavesdropper reception
without affecting the legitimate user Bob.

The impact of transmit array size on the Pareto frontier is
shown in Fig. 6, where we sweep N; € {8,16,32} for both
HAPS-only (ideal platform without Doppler/ICI) and LEO-
robust designs. Increasing N, shifts the frontier toward the
desirable lower-right region, corresponding to lower sensing
root-BCRB and higher worst-case secrecy rate. This demon-
strates that additional spatial degrees of freedom improve the
sensing—secrecy trade-off. For each array size, the HAPS-only
design generally attains a more favorable frontier than the
LEO-robust design, while the latter reflects the performance
cost of Doppler/ICI robustness.

Robustness to eavesdropper angular uncertainty is evaluated
in Fig. 7, where we vary the eavesdropper sector width
|®,| € [1°,10°] for array sizes N; € {8,16,32}. As |®,]| in-
creases, both worst-case SR and sensing root-BCRB degrade
gracefully: SR decreases because wider uncertainty requires
more AN power to maintain secrecy, and sensing error in-
creases because fewer spatial degrees of freedom are available
for target illumination. At |®,| = 10°, the HAPS platform
with N; = 32 achieves SRy, ~ 1.79bps/Hz and root-BCRB
~ 0.21°, while the LEO-robust design achieves approximately
1.64bps/Hz and 0.31°, respectively. The HAPS-only design



(a) Secrecy Performance vs. Eve Uncertainty

n
IS

n
»
T

o
T

™
T

o
T

IS

| |—e—HAPS, N,=8

Worst-Case Secrecy Rate (bps/Hz)

12 |—=—HAPS, N, = 16 L ,
||| ——HAPS, N, = 32 ‘ ‘ ‘ ‘ L e
—e- LEO-Robust, N, =8 5 6 7 8 9 10

-= LEO-Robust, N, =16
-4~ LEO-Robust, N, =32
(b) Sensing Performance vs. Eve Uncertainty

0.7 -

Sensing Root-BCRB (degree)
S
T

’___‘__*——-0——-:’/*’*_——_*’_,/‘ |
041 , \ \ ¢ X \ \

1 2 3 4 5 6 7 8 9 10
Width of Eve's Angular Sector (|© ) (degree)

Fig. 7. Impact of eavesdropper angular uncertainty |®,| € [1°,10°] on (a)
worst-case SR and (b) sensing root-BCRB, for N; € {8,16,32}. Solid: HAPS-
only. Dashed: LEO-robust. Both metrics degrade gracefully as |®,| increases.

maintains a consistent performance advantage over the LEO-
robust design, reflecting the cost of Doppler/ICI robustness.
Sensitivity to pulse compression imperfections is examined
in Fig. 8, where we introduce fractional delay interpolation
errors with normalized variance O'%imerp /T? €[0,0.1] for array
sizes N; € {8,16,32}. For all configurations, the sensing root-
BCRB increases gracefully with interpolation error, demon-
strating sensitivity to this practical signal-processing imper-
fection. At G%imerp /T? = 0.1, the root-BCRB increases from
approximately 0.08° to 0.16° for N, = 32 and from 0.40° to
0.80° for N; = 8. Larger arrays retain lower absolute sensing
error throughout the interpolation-error range. This validates

the effective-noise model developed in Section III-C.

IX. CONCLUSION

This paper presented a secure ISAC beamforming frame-
work for maritime networks integrating HAPS and LEO
platforms. By jointly optimizing the transmit beamformer,
Bob-null artificial noise covariance, and pulse compression
filter, the proposed AO algorithm achieves tunable trade-offs
between sensing accuracy under SIRP sea clutter and worst-
case SR over eavesdropper angular sectors. The BFIM with
log-det criterion provides rigorous multi-parameter estimation
bounds, while maintaining computational tractability. For LEO
scenarios, per-slot parameterization absorbs Doppler-induced
inter-carrier interference into effective noise terms, enabling
warm-started optimization across orbital passes without mod-
ifying the core algorithm. Simulations demonstrate smooth
Pareto frontiers, robustness to sea state variations, and stable
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Fig. 8. Impact of fractional delay interpolation error on sensing root-
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€rror.

convergence across LEO time slots. The framework is limited
to LoS maritime scenarios with angularly separable users;
near-collinear geometries require alternative security mecha-
nisms. Future work includes multi-user extensions, wideband
waveform co-design, and joint scheduling for hybrid HAPS-
LEO constellations.

APPENDIX A
PROOF OF LEMMA 1

Proof (Conservativeness of ICI-as-Noise Approximation):
This appendix provides the complete proof of Lemma 1,

which establishes that treating ICI as additive Gaussian noise

yields a conservative lower bound on the achievable secrecy

rate.

Proof: Consider the received signal at Eve’s receiver in the

presence of ICI:

Ye = hfWS +h£1Q1/2ZAN

+ Y Vxlke]-h (wse + Q' zan ) +ne,
k=0

(42)

ICI term

where s is the desired symbol, s; are symbols from adjacent
subcarriers, zan and zany are independent AN vectors, and
n. is thermal noise.

The true mutual information is:

I(5;Y¢|ICI structure) = h(y,|ICI structure)

43
— h(ye|s,ICI structure), (“43)

where the conditioning on “ICI structure” indicates knowledge
of the ICI correlation across subcarriers. By the worst-case
noise lemma [49], replacing the structured ICI term with
worst-case additive Gaussian noise of equal power yields a
lower bound on mutual information:

I(s;y,|ICI structure) > I(s;y,|ICI power), (44)



where the right-hand side corresponds to the ICI-as-noise
approximation in (38).
Formally, we construct the effective noise covariance upper
bound:
_ 2 2
+ Y «klke]- (ww +Q) = E[ICI-ICT”),
k#0
where the inequality holds because we discard the correlation
structure of ICI across subcarriers. This yields:
SRICI—noise = log(l + SINRb)
- IOg(l + SINRe,eff) < SRtruea

(45)

(46)

where SINR, . uses the effective noise power from (38), and
the inequality follows from the fact that the true SINR at Eve
can only be higher when ICI structure is exploited. (]

APPENDIX B
PROOF OF PROPOSITION 1

Proof (Doppler Grid Discretization Error):

This appendix provides the complete proof of Proposition 1,
which establishes the Lipschitz continuity of the secrecy rate
with respect to normalized CFO €.

Proof: We establish the Lipschitz continuity via a chain of
Lipschitz functions:

Step 1: ICI Kernel Lipschitz Continuity. The ICI kernel
k[k; €] = |sinc(e —k)|? from (37) is Lipschitz continuous in €.
Taking the derivative:

oklk;e] . dsinc(g — k)
e 2sinc(e —k) - e 47
h
where dsinc(x)  cos(mx)  sin(7x)
= - (48)
dx X X2

is bounded for |x| > 1. For the truncated summation |k| < Kyax,
we have:

< Cy, for all k| < Kmax,

’ax[k;e} o)

Jde
where C, = O(1) is a constant independent of €.

Step 2: Effective Noise Lipschitz Continuity. The effective
noise power 62.(6,€) from (38) is:

o-ez,eff(evg) =0p + 051+ Z k[k: €] - Prx - [h(6)[*.
k20

For fixed 6, the channel gain |h,.(8)?
the derivative with respect to €:

(50)

is constant, so taking

8Kk €]
=Y, —.— Prx-h(0)]
k20
S 2Kmax 'CK'PTX : |he<9)|2 £ Lc(e)'

Step 3: Secrecy Rate Lipschitz Continuity. The secrecy rate

86€ eff (6,¢)
(5D

is:
h’w|?
SR(g) =log | 1+ |2” |
b etr(€)
P (52)
—log| 1+ b w

Taking the derivative with respect to €, let S, = [hfw|%, S, =
Ih'w|*, A, £ hl'Qh,, and 0, £ 0} (€), O, = 0, i(e):

JSR . Sp (90'1) Se aGe

de  (op+Sp)op, e (Ae+0.+S.)(Ac+ o) 3363)
Bounding the derivative:

‘8SR(£) Ls [hf w|? |h w|?
de Gr%lm Glicff( ) h Qh +0, efr( ) (54)
< -(14 SINRynax) 2 Lgg,
min

where %m = min(c&7 6521) and SINR,.« is the maximum

SINR across all scenarios (accounting for both signal and AN
contributions).
By the mean-value theorem, for any €,& € [—1,+1]:

[SR(e) —SR(&)| < Lsg - [€ — &]. (55)

]
Remark: For typical system parameters (Pp = 1, Gg =
—100 dBm, Knax = 10), the Lipschitz constant is Lgr ~ 5—
10 bps/Hz per unit normalized CFO. For the default grid spac-
ing 0 =0.067 (1 kHz), the discretization error is bounded by
Lsgr - 67 = 0.3-0.7 bps/Hz, which is small compared to typical
secrecy rates (1-3 bps/Hz).
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