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ABSTRACT
Integrated Sensing and Communication (ISAC) is

emerging as a cornerstone technology for forthcom-
ing 6G systems, significantly improving spectrum and
energy efficiency. However, the commercial viability
of ISAC hinges on addressing critical challenges sur-
rounding security, privacy, and trustworthiness. These
challenges necessitate an end-to-end framework to
safeguard both communication data and sensing
information, particularly in ultra-low-latency and highly
connected environments. Conventional solutions,
such as encryption and key management, often fall
short when confronted with ISAC’s dual-functional
nature. In this context, the physical layer plays a piv-
otal role: this article reviews emerging physical-layer
strategies, including artificial noise (AN) injection,
cooperative jamming, and constructive interference
(CI), which enhance security by mitigating eavesdrop-
ping risks and safeguarding both communication data
and sensing information. We further highlight the
unique privacy issues that ISAC introduces to cellular
networks and outline future research directions aimed
at transitioning from static protection to a “synergistic
ISAC security” framework for 6G.

I. INTRODUCTION
The rapid evolution of communication systems toward
6G networks promises to deliver unprecedented con-
nectivity, enabling a new era of intelligent, integrated
services across diverse sectors, from healthcare to
autonomous transportation. One of the core innova-
tions expected in 6G is the integration of Sensing and
Communications (ISAC), wherein communication net-
works seamlessly incorporate sensing capabilities to
enhance not only system performance but also the
services and applications built on top of these net-
works. This convergence introduces a range of trans-
formative applications that go beyond traditional

communication, creating new possibilities in fields
such as autonomous driving, smart cities, environmen-
tal monitoring, public safety, and industrial IoT.

However, these technological advances have
led to a growing volume and complexity of data
exchange amongdevices, users, services, and network
infrastructure in 6G ISAC systems, raising significant
security and privacy concerns. With sensitive personal
and operational data being generated and processed
on an unprecedented scale, ensuring the confidential-
ity, integrity, and availability of this information has
become critical. In this context, recent global develop-
ments in data protection regulations highlight the
growing emphasis on security in digital ecosystems.
For instance, while the European Data Act established
clear and fair rules for accessing and using data within
the European data economy, the European Union’s
General Data Protection Regulation (GDPR) contin-
ues to set the standard for privacy, imposing stringent
rules on data processing and transfers. Similarly, Chi-
na’s Personal Information Protection Law (PIPL) enfor-
ces robust data protection practices, particularly
concerning cross-border data flows, while the Califor-
nia Privacy Rights Act (CPRA) strengthens consumer
rights to control sensitive personal information [1].
Crucially, these regulatory frameworks translate into
tangible technical constraints for ISAC design. For
instance, the “data minimization” principle prohibits
the indiscriminate storage of fine-grained sensing data,
encompassing both raw I/Q samples and high-fidelity
representations like point clouds. Instead, systems
must prioritize edge processing to extract key features
while immediately discarding identifiable raw signals.
Similarly, strict consent requirements under the CPRA
necessitate privacy-preserving waveform designs,
capable of selectively suppressing sensing perfor-
mance for non-consenting users without compromis-
ing communication performance.

ISAC, along with its wide-ranging benefits, brings
entirely new security vulnerabilities. First, as illustrated
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in Fig. 1, a critical challenge unique to ISAC arises
when the sensing targets are non-cooperative or
potentiallymalicious. In such cases, illuminating the tar-
getswith high-power information-carrying ISAC signals
creates the opportunity for the targets to eavesdrop
on confidential data within the ISAC signal (Fig. 1(a)).
More critically, the new sensing functionality of the
ISAC infrastructure makes private information, such as
target location, size, shape, andmobility, vulnerable to
eavesdropping from unauthorized sensors (Fig. 1(b)).
While recent advances in lightweight encryption have
addressed latency concerns, cryptography remains
fundamentally insufficient for ISAC due to the unique
nature of sensing. First, the sensing operation does not
incorporate an explicit data transmission from A to B,
and therefore there is nothing to encrypt. Security is
therefore primarily addressed at the physical layer.
Second, leakage of physical semantics: encryption
secures bitstreams but leaves the waveform exposed.
The beam’s spatial signature itself may leak sensitive
location or operational data, bypassing upper-layer
protection. Consequently, PLS is an essential solution
to protect across both functionalities of communica-
tion and sensing in the future ISAC networks. Com-
mercial ISAC deployment hinges on adaptive security
frameworks that simultaneously safeguard communi-
cation data and sensing privacy.

The aforementioned limitations have spurred a
growing interest in physical layer security (PLS)
research as an essential component of the security
and privacy framework for ISAC networks. PLS can
provide real-time security without the time delay
resulting from the computational overhead, and it is
inherently scalable as it does not rely on complex key
management systems. Notably, the new sensing func-
tionality brings new opportunities for ISAC security.
With the enabling role of sensing in providing envi-
ronment awareness, ISAC systems can estimate unau-
thorized sensing channels (i.e., channels used for illicit
reception of communication data). This approach
addresses the challenge of acquiring eavesdropping
channel information [2], which has been a significant
barrier in applying PLS in practice in the past. Addi-
tionally, the dual-functional waveform provides new
avenues of privacy protection, where novel techni-
ques can ensure that adversaries are unable to extract
sensitive information through side-channel attacks or
unintended signal leakage.

These integrated approaches can fundamentally
reshape the security landscape of next generation
wireless networks, making ISAC systems not only
more efficient but also inherently more secure. In this
article, we advocate for the necessity of a “Synergistic
ISAC Security” framework. We critically analyze the
fundamental Sensing-Communication-Security (S-C-
S) trade-offs to propose a paradigm shift that trans-
forms the sensing functionality from a privacy liability
into a proactive security enabler. By synthesizing
emerging physical-layer strategies for data security,
such as Constructive Interference/Destructive Inter-
ference (CI/DI) precoding, and sensing-secure
approaches, such as Ambiguity Function (AF) engi-
neering and sensing-assisted PLS, we envision a path-
way for PLS across communication and sensing,
tuned for the sensing-awaremulti-functional networks
of the future.

II. SECURITY AND PRIVACY THREATS IN ISAC
Before discussing specific countermeasures, we dis-
tinguish data security from sensing privacy. Data secu-
rity relates to the data transfer and primarily
safeguards the digital domain, ensuring that informa-
tion bits embedded in ISAC waveforms remain confi-
dential during transmission. In contrast, sensing
privacy relates to sensing data acquisition in the first
place and protects the physical domain, aiming to
prevent the acquisition of state parameters from
unauthorized estimation, such as location, trajectory,
and velocity. This distinction dictates the choice of
physical layer techniques: Section III explores data
security solutions, such as AN injection, while Sec-
tion IV addresses sensing privacy through privacy-
preserving beamforming and randomized precoding.

A. ISAC BASICS
Given that ISAC has been extensively reviewed in the
existing literature, this subsection provides a concise
introduction, focusing on three key aspects: the physi-
cal layer, the network layer, and joint hardware
design.

1) Physical layer techniques: Waveform designs
for ISAC systems have been extensively explored
and overviewed in the existing literature, encompass-
ing communication-centric, sensing-centric, and joint
waveform designs. These methodologies have been
thoroughly reviewed in [3], demonstrating that the
dual-functional waveforms have enabled complex
implementations in vehicle-to-everything (V2X) com-
munications, uncrewed aerial vehicles (UAVs), smart
cities, etc. Recent work has also extended the study
to the fundamental limits of ISAC, discussing funda-
mental tradeoffs between the Cram�er-Rao Bound
(CRB) and capacity distortion (C-D) [4].

2) Network layer schemes: ISAC research at the
network level focuses on enhancing cooperation and
synergy between S&C functionalities across multiple
cellular sites while also providing inherent mecha-
nisms to collect, process, and expose sensing data
both within the network and to external applications.
Key advancements in network-level ISAC include
the development of cooperative multi-cell strategies
building on communication-only methodologies
such as coordinated multi-point (CoMP). Tailoring
these for ISAC expands coverage and enhances the
precision of both communication and sensing capa-
bilities [5]. Moreover, integrating new sensing sour-
ces into the cellular infrastructure brings additional

FIG. 1. Data security and sensing privacy threats caused by unauthorized receivers in ISAC
systems: (a) Data security, addressed by AN and CI/DI designs in Section III. (b) Sensing
privacy, addressed by beamforming and randomization designs in Section IV.
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challenges in data fusion, real-time analytics, resource
management, and security. Addressing these com-
plexities, along with considerations such as signaling
overhead and synchronization, calls for innovative
network architectures and protocols that balance
the performance gains of ISAC against the increased
overhead, while ensuring that sensing data is effi-
ciently gathered, processed, and accessible for
diverse use cases [6].

3)Hardware architectures for ISAC: The hardware
design for ISAC systems emphasizes advanced radio
frequency (RF) front-end architectures and antenna
designs tailored for dual-functionality in S&C. This
involves integrating wideband transceivers capable
of supporting various signal types and modulation
schemes to facilitate both high-resolution sensing and
efficient data communication. Moreover, the design
also considers low-latency signal processing hard-
ware to manage the real-time requirements of ISAC
systems, ensuring that the hardware can swiftly switch
between S&C modes without performance degrada-
tion. These developments are crucial in pushing the
boundaries of ISAC technology toward practical
deployment in future communication networks.

In light of the above, ISAC systems have garnered
considerable attention as a crucial enabler for future
wireless networks. However, the deployment of ISAC
hinges on ensuring robust security and privacy for
both the communication data of users and the sens-
ing information of targets. The potential data security
and privacy threats in ISAC are elaborated in the
following.

B. DATA SECURITY THREATS IN ISAC
The platform integration of the ISAC significantly
heightens security vulnerabilities. The security of com-
munication data in ISAC systems can be comprehen-
sively analyzed by examining threats at both the
physical and network layers, which can be specified
as follows.

MAC layer and network layer: The shared data
pathways between these dual functions increase the
risk of routing integrity compromises, allowing attack-
ers to exploit sensing-derived information for spoof-
ing or impersonation attacks. This convergence also
amplifies the likelihood of man-in-the-middle (MITM)
attacks, where adversaries intercept or manipulate
communication streams by leveraging sensing-
related feedback or configurations. Furthermore, the
joint management of S&C data complicates system
configuration, increasing the risk of errors that can
lead to data breaches and unauthorized access.
These threats underscore the critical need for security
mechanisms that address the dual-purpose nature of
ISAC, ensuring both sensing-derived data and tradi-
tional communication streams are protected in com-
plex, interconnected environments.

Physical layer: Fundamentally, PLS needs to be
jointly designed with sensing operation, leading to
new joint PLS and sensing metrics, methodologies,
and entirely new performance tradeoffs.More impor-
tantly, different from the nature of communication-
only scenarios, at the physical layer of ISAC systems,
the transmission of electromagnetic waves presents a
unique challenge. Unlike radar-only systems, the
probing signal contains communication information,
making it prone to potentially malicious targets acting
as eavesdroppers to extract critical information.
This happens because ISAC may employ the same
directional beam for dual purposes: to facilitate

communication with users and to illuminate the tar-
get for sensing functionality. As the beam is directed
explicitly toward the target to capture reflected or
scattered signals essential for sensing, the target, stra-
tegically located within the beam’s path, may receive
all transmitted data embedded within this beam.
Therefore, ISAC inherently exposes vital communica-
tion data to potential interception. Classical PLS, such
as secure beamforming and null-steering to the tar-
get, do not apply, as they would jeopardize the sens-
ing functionality. This necessitates the conception of
entirely new PLS approaches tailored for ISAC.

C. SENSING PRIVACY THREATS IN ISAC
On top of the new data security challenges, the pri-
vacy for sensing is also jeopardized due to the intro-
duction of the sensing functionality, now inherent in
the cellular network signals, architecture, and hard-
ware. When sensing signals emitted by the dual-
function base station are reflected by a target and
subsequently intercepted by unauthorized receivers,
there is a substantial likelihood that these users
can obtain target-related information. This scenario
presents a significant risk of sensitive target informa-
tion leakage. Importantly, higher-layer encryption
does not apply, as there is no data link to encrypt; it is
merely the ability of a node to sense the environment
in a passive manner, exploiting the enhanced sensing
signaling of ISAC technologies.

In this subsection, we explore these sensing pri-
vacy risks in detail, highlighting the vulnerabilities
associated with ISAC waveforms and the subsequent
threats to sensing privacy.

Transmitter privacy: ISAC signals contain implicit
geometrical information designed to mitigate inter-
ference. Adversaries can exploit this embedded
structure to estimate the transmitter’s location or
operational parameters [15], bypassing upper-layer
protections.

Target confidentiality: The enhanced sensing
capabilities for ISAC signals open up opportunities
for independent passive sensing from unauthorized
nodes. Critically, this offers enhanced sensing eaves-
dropping performance since ISAC transmission is
tuned for sensing. Sensing eavesdroppers can be
both nodes external to the ISAC networks and nodes
of the network that are not authorized for sensing. An
example would be a communication user (CU) that is
subscribed to communication services but not to
sensing services.

Imaging and environment privacy: In existing
and emerging network technologies, significant risks
to location and environment privacy arise from
exploiting unencrypted control signals, such as chan-
nel state information (CSI). Passive eavesdroppers
can leverage unencrypted control signals, such as
precoder index feedback, to deduce user positions or
construct environmental maps. By matching feed-
back from multiple positions, attackers can achieve
high localization accuracy, particularly in mmWave
networks with fine-grained beams [11], [12].

In light of the above, ISAC systems are susceptible
to various data security and sensing privacy threats,
such as eavesdropping and adversarial sensing. To
address these challenges, a range of countermeas-
ures has been proposed, as summarized in Table I.
The following sections provide a detailed analysis
of these ISAC data security and sensing privacy
solutions.
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III. ISAC DATA SECURITY SOLUTIONS
A critical requirement for deploying these security
schemes is the availability of CSI. In practical ISAC
scenarios, legitimate users actively transmit pilot sig-
nals to facilitate channel estimation. Conversely, non-
cooperative targets or eavesdroppers do not send
pilots, meaning the transmitter must rely on sensing
echoes to estimate parameters. This distinction
implies that security schemes must be robust to the
variable levels of channel knowledge.

A. ISAC-TAILORED AN DESIGN
AN is an interference-based technique that selectively
degrades eavesdroppers’ reception while legitimate
receivers remain unaffected. By reducing the SNR at
unauthorized users, AN prevents malicious intercep-
tion without compromising authorized data transfer.
AN-aided methods have proven effective in mitigat-
ing security vulnerabilities in ISAC systems, particularly
against malicious targets attempting to eavesdrop
on confidential information. By injecting carefully
designed interference into legitimate communication
channels, AN techniques degrade the signal-to-noise
ratio (SNR) at potential eavesdroppers while ensuring
reliable communication for authorized users, as illus-
trated in Fig. 1(a). Recent advancements, such as the
optimization framework proposed in [7], employ
dynamic AN power and spatial distribution adjust-
ments based on CSI, achieving an optimal tradeoff
between data security, communication performance,
and sensing accuracy.

Nevertheless, the dependency on precise CSI
poses challenges in practical deployments. In practi-
cal deployments, CSI uncertainty varies by link type.
Legitimate user channels are typically subject to
errors from pilot-based estimation, whereas wiretap
channels are generally characterized by statistical

information or sensing-derived bounded uncertainty
regions. To overcome this challenge, robust optimiza-
tion approaches and statistical CSI models have been
developed to ensure consistent security performance
despite CSI uncertainties. These innovations under-
line the significance of AN techniques as a corner-
stone for secure and efficient communication in next
generation ISAC systems.

B. CONSTRUCTIVE-DESTRUCTIVE INTERFERENCE
CI strengthens desired signals at legitimate receivers,
while DI deliberately weakens signals in unwanted
directions. Directional Modulation (DM) leverages CI
and DI to ensure the QoS for authorized users,
whereas it severely degrades signals for unauthorized
receivers.

DM leverages CI by ensuring that received signals
at legitimate users are pushed away from detection
thresholds rather than aligning precisely with intended
symbols, as illustrated in Fig. 2. Conversely, DI can be
utilized to ensure that information-carrying signals
used to illuminate targets are protected against poten-
tial eavesdropping [8]. This technique enhances PLS
by limiting the ability of eavesdroppers to decode sig-
nals. In the ISAC context, this designmust also accom-
modate sensing performance, ensuring that sensing
tasks are not compromised while securing communi-
cation data. A critical distinction of CI-based schemes
is the reliance on instantaneous, perfect CSI at the
transmitter side. Unlike AN, CI requires precise knowl-
edge of the legitimate user’s phase to align interfer-
ence at the symbol level. Nevertheless, robust CI
designs to imperfect CSI exist in the literature. Con-
versely, for the DI aimed at targets, the system gener-
ally operates under imperfect CSI assumptions,
relying on the estimated Angle of Arrival (AoA) from
the sensing function to steer nulls or jamming signals.
Consider, for example, an ISAC BS serving a user

Category Technique Design Principles Pros Cons

ISAC Data
Security Design

AN Injection [7] Introduces artificially designed noise to
degrade eavesdroppers’ SNR while
preserving legitimate communication.

Effective against eavesdroppers,
adaptable to ISAC.

Requires accurate CSI for optimal
interference placement.

CI & DI [8] CI enhances legitimate signal
detection, while DI disrupts
eavesdroppers’ reception by steering
signals into undecodable regions.

Energy-efficient alternative to AN,
well-suited for mmWave ISAC due
to angular dependency.

Requires precise angle estimation
and channel state feedback.

ISAC Sensing
Privacy Design

Privacy-Preserving
Beamforming [9]

Limits the amount of information
leaked to unauthorized sensing entities
by minimizing mutual information.

Preserves legitimate sensing while
restricting unauthorized sensing.

Requires real-time interference
management for effective control.

Transmitter Privacy
Protection [10]

Prevents adversaries from extracting
radar location information using
waveform design and gradient-based
precoding.

Prevents localization-based attacks
and mitigates side-channel
vulnerabilities.

May slightly reduce sensing
accuracy in highly dynamic
environments. No
countermeasures against the
training-based adversaries.

RIS & Precoding
Randomization [11],
[12]

Prevents adversarial localization
through CSI leakage mitigation
techniques, such as randomized
precoding.

Randomization reduces tracking
accuracy without significantly
affecting legitimate
communication.

Requires additional processing to
avoid unnecessary degradation in
system performance.

ISAC-Enabled
Privacy and
Security

Sensing-Assisted PLS
[13]

Uses ISAC’s sensing capability to infer
eavesdropper locations and adjust
security measures dynamically.

Enhances proactive security by
leveraging real-time sensing.

Performance depends on sensing
accuracy and environmental
stability.

Sensing-Assisted
Covert
Communication [14]

Uses sensing data to predict adversary
behavior and design undetectable
communication strategies.

Achieves high confidentiality for
secure transmissions.

Requires sophisticated
environmental modeling and
tracking.

TABLE I. Summary of ISAC data security and sensing privacy designs.
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while sensing a suspicious target [8]. Unlike classical
MISO CI schemes that typically steer nulls toward
eavesdroppers, ISAC encounters a unique “high-
power destructive” constraint, where it needs to illu-
minate the target with high power, but that signal con-
taining minimal useful power for data decoding. The
precoder must align signals constructively for the user
and destructively for the target to inhibit decoding,
yet simultaneously maintain high transmit power
toward the target to guarantee the sensing perfor-
mance. This dual requirement renders simple null-
steering inapplicable, necessitating a strict joint opti-
mization of security and sensing SNR.

A key challenge of CI-enabled PLS is the correla-
tion between legitimate and wiretap channels, which
constrains secure transmission rates. This issue is fur-
ther pronounced in ISAC scenarios, where sensing
and communication functionalities must be jointly
optimized. In mmWave ISAC systems, the correla-
tion between communication and sensing channels
depends on angular differences, with the communi-
cation channel varying based on the CUs’ angles.
This necessitates careful joint optimization of PLS
and sensing performance, considering angular cor-
relation. Numerical results in Fig. 2(b) and (c) verify
the effectiveness of the DI technique even when
CUs and targets have small angular separations, dem-
onstrating the feasibility of DM-based ISAC while
addressing secure communication and robust sensing
challenges.

IV. ISAC SENSING PRIVACY SOLUTIONS
A. BEAMFORMING FOR SENSING PRIVACY

A particularly critical scenario arises when a CU sub-
scribes only to communication services but attempts
to exploit ISAC signals for unauthorized sensing activi-
ties. As illustrated in Fig. 3(a), CUs could potentially
use the transmitted waveforms to gather information
about surrounding targets or the environment,
despite not being granted access to sensing services.
This necessitates dedicated mechanisms to restrict
their ability to perform unauthorized sensing.

To mitigate this security threat, the authors in [9]
propose an innovative beamforming design that max-
imizes mutual information (MI) for legitimate radar
sensing receivers while limiting the MI accessible to
unauthorized sensors, including eavesdropping CUs.
Unlike traditional AN-aided communication security
schemes, which focus solely on protecting data trans-
mission, the proposed approach leverages AN to
enhance sensing privacy. Intuitively, AN is designed
to be minimally coupled to the legitimate sensing
receiver, while imposing additional interference on
an unauthorized CU under a mismatched channel/
spatial observation. This diminishes the CU’s effective
sensing SNR and thus reduces the MI available for
target/environment inference. This dual-purpose
strategy not only improves the sensing capabilities of
legitimate receivers but also actively degrades the
sensing performance of unauthorized users. The
effectiveness of these methods is validated through
simulations, as shown in Fig. 3(b), which demonstrate
that AN significantly bolsters sensing security by
increasing the MI gap between legitimate and unau-
thorized entities, all while maintaining the quality of
service for CUs.

B. TRANSMITTER PRIVACY
Recall Section II-C, radar privacy can be compro-
mised in both non-training-based and training-based
frameworks [15], in spectrum sharing ISAC scenarios.
To bridge this gap, authors in [10] proposed leverag-
ing channel characteristics as a defense mechanism
against radar privacy interception. Specifically, in
Fig. 4, interference from communication devices to
radar can be mitigated via optimization-based pre-
coding. The communication precoder is designed to
minimize interference at the radar while meeting
power and rate constraints. Meanwhile, an adversary
with knowledge of the waveform covariance matrix
can estimate radar angles by scanning for the mini-
mumpower consumption.

To counter radar privacy leakage, a privacy-
preserving precoder design enforces a positive gradi-
ent for the term associated with radar angles in the
optimization problem. This prevents adversaries from

FIG. 2. Communication data security in ISAC systems: CI-DI technique, where each CU is regarded as a legitimate user (LU), and the target is regarded as a
potential eavesdropper (Eve). (a) System model: the dual-functional AP ensures communication data security by deploying the symbol-level precoder. (b)
Constellations for the CI technique (up) and the CI-DI technique (down). (c) The symbol error rate (SER) of deploying the CI and the CI-DI techniques when the
S&C are correlated, where the correlation is depicted by the angle difference in mmWave frequency.
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exploiting angular scans to extract radar information,
thereby safeguarding radar privacy in ISAC systems.

C. USER LOCATION PRIVACY
To mitigate location leakage risks from precoder
index eavesdropping, randomizing the precoder
index selection has been proposed as an effective
countermeasure. Rather than always selecting the
optimal precoder, users randomly choose from sev-
eral top-performing precoders, introducing unpre-
dictability into the transmission process. This strategy
significantly reduces the accuracy of location infer-
ence attacks with minimal impact on overall commu-
nication performance. Such measures are critical for
enhancing user privacy in 5G networks, where the
precise nature of localization techniques poses sub-
stantial privacy risks [11].

Balancing user location privacy with high-precision
localization is a complex challenge. [12] proposes solu-
tions such as the integration of Reconfigurable Intelli-
gent Surfaces (RISs) and the strategic manipulation of
precoder feedback. RISs dynamically optimize signal
paths during localization, restricting the precision of
location data to legitimate users while obscuring it
from potential adversaries. By focusing signals in spe-
cific directions, RIS configurations enhance the desired
signal quality for user equipment (UE) while distorting
or nullifying locational clues, thereby reducing the risk
of location leakage.

V. ISAC-ENABLED PRIVACY AND SECURITY
Practical ISAC deployments will encounter data secu-
rity and sensing privacy threats simultaneously and
often face conflicting resource demands. For instance,
high-power jamming improves security but pollutes
the sensing spectrum, whereas stealthy transmission
aids privacy but compromises communication reliabil-
ity. To bridge this gap,wepropose a unified framework
centered on synergy. Instead of treating sensing,
communication and security as competing tasks, we
prioritize designs where sensing proactively enhances
security throughmechanisms like eavesdropper detec-
tion and channel estimation. This approach effectively
harmonizes the conflicting tradeoffs, as detailed in the
following techniques.

A. SENSING- ASSISTED PLS
Leveraging the inherent advantages of ISAC, the BS
can extract the amplitude and phase of each target
within the line-of-sight (LoS) distance through
reflected echoes.When this is used to sense potential
eavesdroppers, it enables the acquisition of wiretap
channel information. By recognizing that the angle of
the target/Eve cannot always be estimated accu-
rately, one effective design of secure dual-functional
transmission is to maximize the secrecy rate, while
shaping the radar beampattern such that the main
beam may cover all possible angles of each target so
as to ensure the sensing performance. This beam-
former design effectively ensures the sensing perfor-
mance and communication data security, where the
detailed discussion can be found in [7].

A two-stage sensing-assisted PLS technique was
proposed in [13] to alleviate the dependence on the
knowledge of the channel conditions, as shown in
Fig. 5. In this case, the sensing performance is mea-
sured by the Cram�er-Rao Lower Bound (CRLB), and
the PLS is measured by the secrecy rate. The unique
insight of this work is that even without a priori knowl-
edge of the wiretap channel, the sensing functionality
can still obtain eavesdropping information. A major
limitation of traditional PLS is the reliance on prior
knowledge of the eavesdropper’s CSI. The sensing
functionality of ISAC offers an enabling role here by
utilizing reflected echoes to estimate the potential
eavesdroppers’ parameters and synthesize the
wiretap channel. Consequently, the design paradigm
shifts from assuming “perfectly known” to
“imperfectly estimated” CSI, where the estimation
accuracy is theoretically lower bounded by the CRB.
The first stage aims to obtain the channel information
of each target/eavesdropper. Specifically, the dual-
functional BS estimates the direction of each target
(potential eavesdropper) via emitting an omnidirec-
tional waveform, which accordingly obtains the esti-
mated target/eavesdropper channel. Then, the
secrecy rate and the estimation accuracy can be opti-
mized by formulating the weighted problem itera-
tively until convergence. Fig. 5(b) and 5(c) illustrate
that as the direction of each target/eavesdropper esti-
mation improves, so does the data secrecy rate,
revealing a key synergy between sensing and security.

B. COVERT COMMUNICATION IN ISAC
Extending the sensing-aided secure transmission strat-
egies, sensing-assisted covert communication lever-
ages the sensing capabilities of ISAC systems to
achieve undetectable communication. This approach
capitalizes on the integration of S&C to design

FIG. 3. Sensing privacy: parameter leakage risks of the sensing targets. (a) Systemmodel: In a
bistatic ISAC system, a central AP transmits dual-functional waveforms intended for both a
legitimate radar receiver and K single-antenna CUs. Meanwhile, one of the CUs, serving as an
unauthorized peeper/Eve, has perfect knowledge of the transmitted signals. (b) The mutual
information gap while deploying the ZF technique, with and without AN designs, where Ir is
the MI of the legitimate radar receiver and Ie is the MI of the peeper.

FIG. 4. Sensing privacy: radar information privacy. (a) Spectrum sharing between co-located
MIMO radar and communication systems; (b) Spectrum sharing architecture aided by a
control center.G1 ,G2,H denote channels:G1 from the radar to the CU,G2 from the radar to
the access point (AP)/Comm receiver, andH from the CU to the AP/Comm receiver.
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transmission schemes that exploit environmental
complexities and adversary behavior for improved
covertness.

In [14], by employing extended Kalman filtering
(EKF), adversarial movements and channel conditions
are accurately tracked, enabling the prediction of
target behavior and the design of covert transmis-
sion strategies. In deterministic scenarios, the optimi-
zation problem is formulated to design radar and
communication signals, ensuring undetectability
while meeting system constraints. For uncertain
multi-path environments, robust fractional program-
ming integrates probabilistic covert constraints,
maintaining reliable transmission while obfuscating
communication activity.

This approach transforms environmental chal-
lenges into opportunities, enabling ISAC systems to
achieve secure and efficient covert communication
in adversarial settings.

VI. OPEN CHALLENGES AND FUTURE WORK
A. PASSIVE TARGET/EVE CLASSIFICATION

In ISAC scenarios, the detection of passive eaves-
droppers faces a unique signal-level ambiguity that
differs from generic wireless threats. While a passive
eavesdropper acts as a silent receiver, its physical
reflection characteristics oftenmimic the Radar Cross
Section (RCS) of static clutter like buildings or trees.
Consequently, the ISAC system struggles to distin-
guish a hovering malicious drone from environmental
background scatterers. Solving this requires advanced
signal processing and AI-driven techniques that
exploit subtle features beyond just mobility. These
include detecting faint electromagnetic (EM) emis-
sions, such as local oscillator leakage, analyzing
micro-Doppler signatures, and identifying distinct

behavioral patterns to separate legitimate clutter from
stationary threats.

B. CROSS-LAYER SECURITY
Current research on network security often focuses
on individual layers, such as the physical, MAC, and
network layers, addressing security concerns in isola-
tion. However, as we move towards the develop-
ment of next generation networks, 6G and beyond, it
is increasingly evident that this fragmented approach
may be insufficient to address the complex and
dynamic security challenges these networks will face.
To establish a robust and secure paradigm for 6G
and beyond, it is essential to adopt a cross-layer secu-
rity strategy that integrates and harmonizes security
measures across all layers of the network stack. This
comprehensive approach is crucial for maintaining
the integrity, confidentiality, and availability of data
in future networks, where the convergence of com-
munication, sensing, and computing will require
unprecedented levels of security coordination
across multiple layers.

C. SENSING PRIVACY SOLUTIONS ARE STILL SCARCE
Most current research in ISAC systems primarily
focuses on securing communication data, including
sensed data that is being transmitted, with relatively
few studies addressing the critical issue of sensing
privacy. Passive radar sensing from sensing eaves-
droppers can reveal sensitive information about envi-
ronments, locations, and even individuals, posing
significant privacy risks if not adequately secured.
Despite the importance of this issue, research in radar
and sensing information privacy remains far from suf-
ficient. To ensure the security and privacy of future
networks, it is imperative that future work prioritizes
the development of robust frameworks and method-
ologies to safeguard sensing data, thereby preventing

FIG. 5. The two-stage sensing-assisted PLS technique in ISAC and the corresponding performance analysis. (a) The two-stage sensing-assisted PLS; (b) Secrecy rate
convergence; (c) CRB convergence; (d) Tradeoff between the PLS and the sensing performance.
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unauthorized access and exploitation. Expanding
research in this area will be essential to meet the
evolving demands of next generation ISAC systems
and to protect users’ privacy in increasingly complex
and data-rich environments.

VII. CONCLUSION
While ISAC introduces complex privacy vulnerabil-
ities, this article argues that its sensing capability is ulti-
mately the key to unlocking robust PLS. By navigating
the fundamental S-C-S trade-offs, we demonstrate
that emerging strategies such as DI for data security,
AF engineering for sensing privacy, and sensing-
assisted transmission can transform sensing from a lia-
bility into a proactive defense mechanism. This para-
digm shift charts a clear pathway for future research
to move beyond static protection toward dynamic,
sensing-aware protection in 6G. As ISAC systems are
further implemented in future networks, ongoing
research into passive eavesdropper detection, cross-
layer security strategies, and privacy-preservingmech-
anisms will be essential to ensure both efficient and
secure deployments.
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